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Lots of public data in lots of places



More than the sum of their parts?

Attempting account linkage across



The tools:

YES:

NO:
username



Threat model

● Attacker with moderate resources
● Given account a in SN1, wants to find 

corresponding account a in SN2
● Attacker can’t crawl entire network so needs 

to limit himself to a subgroup of SN2



Attack algorithm

1. Select a target from OSN 1
2. Filter entire search space of OSN 2
3. Generate similarity score for each candidate 
4. Output top (or top k) matches
5. If this is (includes) the match, success!



Collecting ground truth

● 10,000 email addresses from previous study
● Use browser automation to find 

corresponding accounts with “FriendFinder” 
feature

● Limit dataset to accounts with geotagged 
data



Collecting potential matches

● Twitter: use Streaming API to collect tweets 
in specific geographic areas

● Flickr: collect photos with geotags in those 
areas

● Yelp: collect reviews from restaurants in 
those areas



Geo Subgroups for Matching



Features

● Location profile: histogram of clustered 
places from which a user has posted, 
normalized to represent prob. distribution of 
locations

● Time profile: windows of times when user 
has posted

● Language profile: a prob. distribution based 
on unigram histogram



Fixing Location: Approaches

● Grids (10x10 km)
● Zip code
● Zip codes weighted by TF-IDF
● Clustered locations (unsupervised)



Location clustering, detail

● Run k-means clustering on all the geotagged 
data in each city to find 10,000 landmark 
clusters

● Then represent a user’s geotag data as a 
weighted distribution of its 20 closest 
landmarks

● Each user’s location profile is a histogram 
based on all of his geotags



Location Approaches: Comparison



Approaches to Time and Language

● Time: a sliding window of 5 seconds to 
match posts (looking for automatic posts)

● Language: remove case sensitivity and 
punctuation, remove 1000 top words, then 
consider unigrams (better performance than 
n-grams)



Combining Features

Uses binary logistic regression classifier that 
takes similarity score and outputs “match/no 
match” and probability of matching



Results



Discussion and Future Work

● Extending to other OSNs
● Considering attacks against groups rather 

than individuals
● Inferring location data from other posts, etc
● How to mitigate risk?

○ no automatic posting
○ don’t post to several sites from same location



Thanks!

Full paper available at:
http://www.icir.org/robin/papers/www13-correlation.pdf
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